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Executive Report 

Project Overview 

Art of Vector performed an application security assessment of the crAPI platform (Completely Ridiculous API), an 
intentionally vulnerable microservices application maintained by OWASP to model a connected-vehicle SaaS 
environment. This report demonstrates the methodology, evidentiary standard, and reporting format used in Art 
of Vector API security engagements. The assessment focused on realistic abuse paths affecting authentication, 
authorization, business logic, data handling, and backend request behavior across the in-scope services. 

Assessment Objectives 

-  Identify vulnerabilities within the crAPI REST API in alignment with the OWASP API Security Top 10 and 
related application security risks. 

-  Validate exploitability through analyst-developed proof-of-concept activity rather than relying solely on 
automated scanner output. 

-  Present findings in a format that supports SOC 2 control mapping, remediation planning, and executive 
reporting. 

Assessment Snapshot 

CRITICAL 

2 

HIGH 

10 

MEDIUM 

3 

TOTAL FINDINGS 

15 

 

SCOPE 

Community, Identity, Workshop, and supporting 
application services 

TARGET 

Web/mobile REST API - api.crapi-sample.local 

Executive Risk Visualization 
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The chart below summarizes the distribution of confirmed findings by severity to support executive risk prioritization. 

Summary of Findings 

The assessment identified multiple high-risk weaknesses affecting authentication, authorization, data exposure, 
transaction integrity, and input handling across the in-scope services. Several findings allowed low-privilege or 
unauthenticated actors to access data belonging to other users, invoke privileged business actions, manipulate 
application state, or submit crafted input capable of altering backend behavior. 

The most significant themes observed during testing were inconsistent server-side authorization enforcement, 
weaknesses in identity and token validation workflows, inadequate restriction of sensitive response data, and 
insufficient safeguards around business process integrity. These conditions increase the likelihood of 
unauthorized data access, privilege abuse, service disruption, and downstream compromise of trust boundaries. 

Given the relatively low complexity of exploitation for several findings, together with the potential impact to 
confidentiality, integrity, and service resilience, remediation should be prioritized before production use. Follow-
up validation is recommended to confirm the effectiveness and completeness of corrective actions. 
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Vulnerability Summary 

Finding Severity CVSS Primary Control Theme 

AOV-01 - Broken Object Level Authorization - 
Vehicle Location and Owner PII 

High 7.1 Logical Access 

AOV-02 - Broken Object Level Authorization - 
Mechanic Service Reports 

High 7.1 Logical Access 

AOV-03 - Broken Authentication - Cross-User 
Password Reset via OTP Brute Force 

Critical 9.8 Authentication 

AOV-04 - Excessive Data Exposure - Other 
Users' Sensitive Information Leakage 

High 7.1 Confidentiality 

AOV-05 - Excessive Data Exposure - Internal 
Video Property Disclosure 

Medium 5.3 Confidentiality 

AOV-06 - Unrestricted Resource Consumption 
- Layer 7 DoS via Contact Mechanic 

Medium 6.5 Availability 

AOV-07 - Broken Function Level Authorization 
- Delete Another User's Video 

High 7.1 Authorization 

AOV-08 - Unauthorized Transaction 
Manipulation - Obtain Shop Item Without 
Valid Return 

High 7.1 Processing Integrity 

AOV-09 - Unauthorized Transaction 
Manipulation - Inflate Account Balance by 
$1,000+ 

High 7.1 Processing Integrity 

AOV-10 - Unauthorized Data Modification - 
Internal Video Resource Properties 

Medium 6.5 Processing Integrity 

AOV-11 - Server-Side Request Forgery - Force 
Backend HTTP Request to www.google.com 

High 8.5 External Threat Protection 

AOV-12 - NoSQL Injection - Redeem Coupons 
Without a Valid Coupon Code 

High 7.1 Secure SDLC / Input Validation 

AOV-13 - SQL Injection - Re-redeem an 
Already Claimed Coupon 

High 8.8 Secure SDLC / Input Validation 

AOV-14 - Missing Authentication - Sensitive 
API Endpoint Accessible Without Credentials 

High 7.5 Authentication Boundary 

AOV-15 - Broken Authentication - JWT Token 
Forgery (Algorithm Confusion / JKU / KID) 

Critical 9.8 Authentication / Cryptography 
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Strategic Recommendations 

1.  Strengthen Authorization Controls 

Implement centralized object- and function-level authorization checks across all endpoints, with deny-by-default 
behavior and consistent validation of user-to-resource relationships. 

2.  Harden Authentication Mechanisms 

Enforce robust OTP protections, standardize token validation, and require JWT verification against trusted keys 
and explicitly approved algorithms. 

3.  Reduce Data Exposure 

Limit API responses to approved business fields only, suppress internal metadata, and apply response allow-lists to 
sensitive objects. 

4.  Protect Transaction Integrity 

Validate workflow state transitions server-side and ensure financial, inventory, and entitlement changes cannot be 
manipulated out of sequence. 

5.  Mitigate Injection and SSRF Risk 

Apply strict server-side validation, parameterized queries, and outbound request restrictions to reduce the attack 
surface presented by untrusted input. 

6.  Retest After Remediation 

Perform targeted remediation validation and integrate recurring API security testing into the secure development 
lifecycle. 
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Detailed Findings 

1.  Broken Object Level Authorization - Vehicle Location and Owner PII 

Finding ID Severity CVSS Control Focus 

AOV-01 High 7.1 Logical Access 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP API Top 10: API1:2023 BOLA | OWASP Top 10: A01:2021 
Broken Access Control | CWE-639, CWE-285 

DESCRIPTION 

The API did not enforce object-level authorization when processing requests for vehicle location and owner-
related records. As a result, an authenticated low-privilege user could manipulate predictable object identifiers 
to access data associated with other users, creating unauthorized exposure of sensitive account and asset 
information. 

 

SOLUTION / REMEDIATION  

Implement consistent server-side object-level authorization for every request involving vehicle and owner 
records. Authorization decisions should be based on the authenticated user's relationship to the referenced 
resource, and access should be denied by default unless an explicit ownership or role-based entitlement is 
validated. 
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2.  Broken Object Level Authorization - Mechanic Service Reports 

Finding ID Severity CVSS Control Focus 

AOV-02 High 7.1 Logical Access 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP API Top 10: API1:2023 BOLA | OWASP Top 10: A01:2021 
Broken Access Control | CWE-639, CWE-285 

DESCRIPTION 

Mechanic service report records were accessible through insecure object references that were not validated 
against the authenticated user's permissions. This allowed a user to enumerate record identifiers and retrieve 
service information belonging to other accounts, resulting in unauthorized cross-user data exposure. 

 

SOLUTION / REMEDIATION  

Apply server-side authorization checks to all service report retrieval and modification workflows. Each request 
should validate that the requesting user is the record owner or has a documented business need to access the 
resource, with unauthorized object references rejected in a uniform and non-descriptive manner. 
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3.  Broken Authentication - Cross-User Password Reset via OTP Brute Force 

Finding ID Severity CVSS Control Focus 

AOV-03 Critical 9.8 Authentication 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

REFERENCE 
SOC 2 TSC: CC6.1 Logical Access; CC6.2 Credentials; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken 
Authentication | OWASP Top 10: A07:2021 Identification and Authentication Failures | CWE-307, CWE-640, CWE-287 

DESCRIPTION 

The password reset workflow did not include sufficient protections against OTP brute-force activity. Because 
reset codes could be repeatedly submitted without effective rate limiting, lockout, or comparable abuse 
controls, an attacker could eventually identify a valid OTP and reset another user's password. 

$ ffuf -request re -request-proto http -w ./text.txt:FUZZ -mc 200 -fs 42 -c -v 

   /'___\  /'___\           /'___\        
   /\ \__/ /\ \__/  __  __  /\ \__/        
   \ \ ,__\\ \ ,__\/\ \/\ \ \ \ ,__\       
    \ \ \_/ \ \ \_/\ \ \_\ \ \ \ \_/       
     \ \_\   \ \_\  \ \____/  \ \_\        
      \/_/    \/_/   \/___/    \/_/        
 
   v2.1.0-dev 
  
:: Method : POST  
:: URL : http://192.168.56.1:8888/identity/api/auth/v2/check-otp  
:: Wordlist : FUZZ: /home/kali/pentest/text.txt  
:: Header : Accept-Language: en-US,en;q=0.9  
:: Header : Accept: /  
:: Header : Referer: http://192.168.56.1:8888/forgot-password  
:: Header : Accept-Encoding: gzip, deflate, br  
:: Header : Host: 192.168.56.1:8888  
:: Header : User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/150.0.0.0 Safari/537.36  
:: Header : Content-Type: application/json 
:: Header : Origin: http://192.168.56.1:8888  
:: Header : Connection: keep-alive  
:: Data : {"email":"robot001@example.com","otp":"FUZZ","password":"Changepw1!"}  
:: Follow redirects : false  
:: Calibration : false  
:: Timeout : 10  
:: Threads : 40  
:: Matcher : Response status: 200  
:: Filter : Response size: 42 
[Status: 200, Size: 39, Words: 2, Lines: 1, Duration: 956ms] | URL | 
http://192.168.56.1:8888/identity/api/auth/v2/check-otp * FUZZ: 4198 

 

SOLUTION / REMEDIATION  

Strengthen the password reset workflow by enforcing high-entropy OTP generation, short validity windows, 
attempt thresholds, and temporary lockout controls after repeated failures. In addition, monitor reset activity 
for anomalous patterns, invalidate reset artifacts immediately after successful use, and ensure the workflow 
cannot be reused across sessions or identities. 

 

http://192.168.56.1:8888/identity/api/auth/v2/check-otp
http://192.168.56.1:8888/forgot-password
http://192.168.56.1:8888/
mailto:robot001@example.com
http://192.168.56.1:8888/identity/api/auth/v2/check-otp
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4.  Excessive Data Exposure - Other Users' Sensitive Information Leakage 

Finding ID Severity CVSS Control Focus 

AOV-04 High 7.1 Confidentiality 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N 

REFERENCE 
SOC 2 TSC: CC6.7 Information Movement; C1.1 Confidentiality (optional) | OWASP API Top 10: API3:2023 BOPLA | OWASP 
Top 10: A01:2021 Broken Access Control | CWE-213, CWE-200 

DESCRIPTION 

The application returned sensitive user-related data elements beyond what was required for the intended 
business workflow. This excessive data exposure increased the impact of otherwise legitimate API access by 
disclosing information that should have been minimized, filtered, or withheld from the requesting user context. 

 

SOLUTION / REMEDIATION  

Review response payloads and reduce them to the minimum fields necessary to support the intended client 
function. Implement response allow-lists, role-aware serialization, and API contract reviews to ensure sensitive 
attributes are disclosed only where there is a validated and documented business requirement. 
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5.  Excessive Data Exposure - Internal Video Property Disclosure 

Finding ID Severity CVSS Control Focus 

AOV-05 Medium 5.3 Confidentiality 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

REFERENCE 

SOC 2 TSC: CC6.7 Information Movement; C1.1 Confidentiality (optional) | CWE-213 

DESCRIPTION 

Video-related API responses exposed internal properties that were not necessary for standard client 
consumption. Although the disclosed values may not independently grant access, they reveal implementation 
details and internal metadata that could assist further reconnaissance or facilitate follow-on attacks. 

 

SOLUTION / REMEDIATION  

Introduce explicit output models for video-related endpoints and suppress internal-only fields from client-facing 
responses. Backend services should return only approved business data elements, with internal identifiers, 
processing state, and implementation metadata excluded unless specifically required and authorized. 
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6.  Unrestricted Resource Consumption - Layer 7 DoS via Contact Mechanic 

Finding ID Severity CVSS Control Focus 

AOV-06 Medium 6.5 Availability 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 

REFERENCE 
SOC 2 TSC: A1.1 Capacity; A1.2 Environmental Protections | OWASP API Top 10: API4:2023 Unrestricted Resource 
Consumption | OWASP Top 10: A04:2021 Insecure Design | CWE-770, CWE-400 

DESCRIPTION 

The contact mechanic functionality could be invoked repeatedly in a manner that imposed disproportionate 
demand on backend resources. In the absence of effective throttling, quota enforcement, or abuse detection, a 
low-privilege user could degrade service availability through excessive request volume. 

 

SOLUTION / REMEDIATION  

Implement layered protections for resource-intensive workflows, including rate limiting, per-user quotas, 
queueing where appropriate, and anomaly detection for abusive usage patterns. Operational monitoring should 
also be enhanced so sudden increases in request volume can be identified, contained, and investigated in a 
timely manner. 
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7.  Broken Function Level Authorization - Delete Another User's Video 

Finding ID Severity CVSS Control Focus 

AOV-07 High 7.1 Authorization 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N 

REFERENCE 
SOC 2 TSC: CC6.1 Logical Access; CC6.3 Access Modification | OWASP API Top 10: API5:2023 BFLA | OWASP Top 10: A01:2021 
Broken Access Control | CWE-285, CWE-862 

DESCRIPTION 

The API did not adequately enforce function-level authorization for a video deletion capability. As a result, an 
authenticated user could invoke a destructive action against another user's content without demonstrating 
appropriate ownership or privilege, creating a direct integrity risk. 

 

SOLUTION / REMEDIATION  

Require explicit server-side authorization for all destructive or privileged business functions, including delete 
operations. The application should verify both the caller's role and ownership relationship to the target resource 
before permitting the action, and all unauthorized attempts should be logged for review. 
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8.  Unauthorized Transaction Manipulation - Obtain Shop Item Without Valid Return 

Finding ID Severity CVSS Control Focus 

AOV-08 High 7.1 Processing Integrity 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API6:2023 Business Flows; 
API3:2023 BOPLA | OWASP Top 10: A04:2021 Insecure Design; A01:2021 Broken Access Control | CWE-915 

DESCRIPTION 

The shop workflow contained a business logic weakness that allowed users to obtain an item without satisfying 
the intended return or validation conditions. By manipulating the transaction sequence, a user could cause the 
backend to accept state transitions that should only occur after successful completion of prerequisite steps. 

 

SOLUTION / REMEDIATION  

Rework the affected business process so each transaction step is validated on the server against an authoritative 
state model. Entitlement changes, item issuance, and workflow completion events should occur only after all 
prerequisite actions are verified as valid, complete, and attributable to the requesting account. 
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9.  Unauthorized Transaction Manipulation - Inflate Account Balance by $1,000+ 

Finding ID Severity CVSS Control Focus 

AOV-09 High 7.1 Processing Integrity 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API6:2023 Business Flows; 
API3:2023 BOPLA | OWASP Top 10: A04:2021 Insecure Design; A01:2021 Broken Access Control | CWE-915 

DESCRIPTION 

The account balance workflow did not adequately protect the integrity of transaction processing. This allowed a 
user to manipulate the sequence or content of requests in a way that inflated account value beyond authorized 
limits, resulting in unauthorized financial state changes within the application. 

 

 

SOLUTION / REMEDIATION  

Centralize all balance calculations and transaction updates within trusted server-side logic governed by strict 
business rules. Requests affecting balances should be validated for authenticity, uniqueness, and sequence 
correctness, and reconciliation controls should be introduced to detect or prevent duplicate, fabricated, or out-
of-order adjustments. 
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10.  Unauthorized Data Modification - Internal Video Resource Properties 

Finding ID Severity CVSS Control Focus 

AOV-10 Medium 6.5 Processing Integrity 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; PI1.1 Processing Integrity (optional) | OWASP API Top 10: API3:2023 BOPLA | OWASP Top 
10: A01:2021 Broken Access Control; A08:2021 Software and Data Integrity Failures | CWE-915 

DESCRIPTION 

The API accepted updates to internal video resource properties that should not have been modifiable by the 
requesting user. This weakness enabled unauthorized changes to system-managed attributes and introduced a 
risk of improper content manipulation and loss of data integrity. 

 

SOLUTION / REMEDIATION  

Limit update operations to a clearly defined allow-list of user-editable fields and reject any attempt to modify 
internal or system-managed attributes. Separate request DTOs from persistence models, validate payload 
structure rigorously, and enforce authorization checks before applying any state-changing operation. 

 

11.  Server-Side Request Forgery - Force Backend HTTP Request to www.google.com 

Finding ID Severity CVSS Control Focus 

AOV-11 High 8.5 External Threat Protection 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:N 

REFERENCE 
SOC 2 TSC: CC6.6 External Threats; CC6.8 Malicious Software / Unauthorized Code Paths | OWASP API Top 10: API7:2023 
SSRF | OWASP Top 10: A10:2021 Server-Side Request Forgery | CWE-918 

DESCRIPTION 
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User-controlled input was used in a backend request flow that allowed the application to initiate outbound HTTP 
requests to arbitrary destinations. This server-side request forgery condition could permit an attacker to 
leverage the application as a proxy to probe internal services, access restricted resources, or interact with 
unintended external targets. 

 

SOLUTION / REMEDIATION  

Restrict outbound request behavior through strict allow-listing of approved destinations, protocols, and request 
patterns. All user-supplied URLs should be normalized and validated, private and link-local address space should 
be blocked, and network egress should be constrained wherever feasible to reduce the impact of SSRF exposure. 
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12.  NoSQL Injection - Redeem Coupons Without a Valid Coupon Code 

Finding ID Severity CVSS Control Focus 

AOV-12 High 7.1 Secure SDLC / Input Validation 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N 

REFERENCE 

SOC 2 TSC: CC6.6 External Threats; CC8.1 Change Management / Secure SDLC | OWASP API Top 10: API8:2019 Injection | 
OWASP Top 10: A03:2021 Injection | CWE-943 

DESCRIPTION 

The coupon redemption workflow was susceptible to NoSQL injection because untrusted input could influence 
backend query structure. By supplying crafted values, an attacker could alter the intended query logic and 
redeem coupons without meeting the application's normal validation requirements. 

 

SOLUTION / REMEDIATION  

Prevent query manipulation by enforcing strongly typed server-side validation and constructing NoSQL queries 
from trusted application logic rather than raw client input. Unexpected operators, nested structures, and non-
conforming input shapes should be rejected before any database interaction occurs. 
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13.  SQL Injection - Re-redeem an Already Claimed Coupon 

Finding ID Severity CVSS Control Focus 

AOV-13 High 8.8 Secure SDLC / Input Validation 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H 

REFERENCE 

SOC 2 TSC: CC6.6 External Threats; CC8.1 Change Management / Secure SDLC; PI1.1 (optional) | OWASP API Top 10: 
API8:2019 Injection | OWASP Top 10: A03:2021 Injection | CWE-89 

DESCRIPTION 

The coupon redemption workflow was vulnerable to SQL injection, allowing attacker-controlled input to modify 
the semantics of backend database queries. This exposed the application to unauthorized coupon reuse and 
created broader risk to data confidentiality, integrity, and service stability. 

 

SOLUTION / REMEDIATION  

Use parameterized queries or prepared statements consistently across all database interactions that incorporate 
user input. Supplement this with strict input validation, least-privilege database access, and recurring security 
testing of query surfaces to reduce the likelihood of future injection-related defects. 
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14.  Missing Authentication - Sensitive API Endpoint Accessible Without Credentials 

Finding ID Severity CVSS Control Focus 

AOV-14 High 7.5 Authentication Boundary 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken Authentication; API8:2023 
Security Misconfiguration | OWASP Top 10: A07:2021 Identification and Authentication Failures; A05:2021 Security 
Misconfiguration | CWE-306, CWE-287 

DESCRIPTION 

A sensitive API endpoint was reachable without enforcing authentication, allowing unauthenticated users to 
access functionality that should have been restricted to established user identities. This weakened the 
application's access boundary and increased the risk of unauthorized information access or misuse of protected 
operations. 

 

SOLUTION / REMEDIATION  

Adopt a deny-by-default access model in which all non-public endpoints require authentication unless explicitly 
documented otherwise. Authentication enforcement should be applied centrally through middleware or 
gateway policy, and regression testing should confirm that protected routes cannot be reached anonymously. 
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15.  Broken Authentication - JWT Token Forgery (Algorithm Confusion / JKU / KID) 

Finding ID Severity CVSS Control Focus 

AOV-15 Critical 9.8 Authentication / Cryptography 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

REFERENCE 

SOC 2 TSC: CC6.1 Logical Access; CC6.2 Credentials; CC6.6 External Threats | OWASP API Top 10: API2:2023 Broken 
Authentication | OWASP Top 10: A07:2021 Identification and Authentication Failures; A02:2021 Cryptographic Failures | 
CWE-347, CWE-287, CWE-327 

DESCRIPTION 

JWT validation controls were implemented in a manner that permitted token forgery under conditions such as 
algorithm confusion or unsafe key selection handling. An attacker could exploit this weakness to generate tokens 
accepted as valid by the application, enabling impersonation of other users and, potentially, privileged 
administrative identities. 
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SOLUTION / REMEDIATION  

Centralize JWT validation and require signatures to be verified only against trusted keys using a pinned and 
explicitly approved algorithm. Disable or tightly constrain dynamic key resolution behaviors such as untrusted 
JKU or KID processing, reject unexpected header combinations, and ensure signing keys are securely stored, 
rotated, and monitored. 
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Appendix A - SOC 2 Trust Services Criteria Mapping 

The following table maps each finding in this report to the AICPA Trust Services Criteria most applicable to SOC 2 
Type I and Type II examinations. The mapping is intended to help organizations use this assessment as 
supporting evidence for vulnerability identification, logical access, secure change practices, and related control 
objectives. 

Finding Severity TSC Reference Control Objective 

Broken Object Level Authorization - 
Vehicle Location and Owner PII 

High CC6.1, CC6.6, CC7.1 

Access to user-linked vehicle 
and account data is 
restricted to authorized 
subjects and weaknesses are 
identified through testing. 

Broken Object Level Authorization - 
Mechanic Service Reports 

High CC6.1, CC6.6, CC7.1 

Service records are protected 
from unauthorized cross-
user access and logical access 
controls are validated. 

Broken Authentication - Cross-User 
Password Reset via OTP Brute Force 

Critical 
CC6.1, CC6.2, CC6.6, 
CC7.1 

Identity verification 
mechanisms resist abuse and 
account recovery controls 
prevent unauthorized access. 

Excessive Data Exposure - Other Users' 
Sensitive Information Leakage 

High CC6.7, C1.1, CC7.1 

Sensitive information is 
limited to authorized 
disclosures and data 
movement controls support 
confidentiality. 

Excessive Data Exposure - Internal Video 
Property Disclosure 

Medium CC6.7, C1.1, CC7.1 

Internal application data is 
minimized in client-facing 
responses and confidentiality 
controls reduce unnecessary 
exposure. 

Unrestricted Resource Consumption - 
Layer 7 DoS via Contact Mechanic 

Medium A1.1, A1.2, CC7.1 

Capacity and operational 
resilience controls reduce 
the risk of application-layer 
resource exhaustion. 

Broken Function Level Authorization - 
Delete Another User's Video 

High CC6.1, CC6.3, CC7.1 

Privileged actions are 
restricted to authorized 
users and access changes are 
governed appropriately. 

Unauthorized Transaction Manipulation 
- Obtain Shop Item Without Valid Return 

High CC6.1, PI1.1, CC7.1 

Business workflows enforce 
authorized state transitions 
and preserve processing 
integrity. 

Unauthorized Transaction Manipulation 
- Inflate Account Balance by $1,000+ 

High CC6.1, PI1.1, CC7.1 

Transaction processing 
preserves the integrity of 
financial or value-bearing 
state changes. 
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Finding Severity TSC Reference Control Objective 

Unauthorized Data Modification - 
Internal Video Resource Properties 

Medium CC6.1, PI1.1, CC7.1 

Data modifications are 
limited to authorized 
changes and integrity-related 
controls are enforced. 

Server-Side Request Forgery - Force 
Backend HTTP Request to 
www.google.com 

High CC6.6, CC6.8, CC7.1 

The environment resists 
external attack paths and 
constrains unauthorized 
code or request execution 
paths. 

NoSQL Injection - Redeem Coupons 
Without a Valid Coupon Code 

High CC6.6, CC8.1, CC7.1 

Application changes and 
input handling controls 
reduce the likelihood of 
injection vulnerabilities. 

SQL Injection - Re-redeem an Already 
Claimed Coupon 

High 
CC6.6, CC8.1, PI1.1, 
CC7.1 

Secure development and 
data integrity controls 
mitigate injection-driven 
manipulation of backend 
processing. 

Missing Authentication - Sensitive API 
Endpoint Accessible Without Credentials 

High CC6.1, CC6.6, CC7.1 

Protected functionality 
requires authenticated 
access and logical security 
boundaries are consistently 
enforced. 

Broken Authentication - JWT Token 
Forgery (Algorithm Confusion / JKU / 
KID) 

Critical 
CC6.1, CC6.2, CC6.6, 
CC7.1 

Credential and token 
validation controls prevent 
unauthorized identity 
assertion and privileged 
impersonation. 
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Appendix B - Severity Methodology 

Critical 

Vulnerability presents immediate and material risk to the organization, often enabling broad 
compromise of sensitive data, administrative control, or core service functionality with minimal attacker 
constraints. 

 

High 

Vulnerability introduces significant risk and is generally exploitable without requiring a chain of 
dependent weaknesses. Representative examples include authentication bypass, cross-user access, or 
unauthorized privileged actions. 

 

Medium 

Vulnerability presents meaningful security risk but typically requires additional conditions, context, or 
chaining to produce serious business impact. Examples include limited-scope privilege abuse, moderate 
data exposure, or abuse of insufficiently protected workflows. 

 

Low 

Vulnerability represents limited standalone impact or requires multiple additional weaknesses to 
become operationally significant. Typical examples include minor information disclosure or defense-in-
depth gaps. 

 

Informational 

Finding does not present direct exploitable impact but reflects a best-practice gap, hardening 
opportunity, or control improvement area that may reduce future risk exposure. 

 


